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Definitions
Personal Data are all data about a natural person that enable to directly or indirectly identify that person. For example, a 
person can be directly identified by their name or personal identification code. It may be possible to indirectly identify a 
person based on, for example, location information, network identifiers, or physiological, genetic, mental, economic, 
cultural, or social characteristics.1

Client is a person who has expressed their wish to use the services of SEB (e.g. submitted an application for entering into 
an agreement) or who uses or has used a service provided by SEB or is in other ways connected to the services provided 
by SEB (e.g. insured person in an insurance agreement, guarantor in an agreement).

Partner is a contractual partner of SEB from whom SEB orders services or products or with whom SEB otherwise coope-
rates. See the list of SEB’s Partners.

Processing is any operation involving Personal Data, including the collection, storage, use, and transmission of data.

SEB is a legal person belonging to the SEB Group that is registered in Estonia: AS SEB Pank, AS SEB Liising, the Estonian 
branch of SEB Life and Pension Baltic SE, AS SEB Varahaldus, MTÜ SEB Heategevusfond, and AS Rentacar.

SEB Group is Skandinaviska Enskilda Banken AB (publ) and all its subsidiaries.

Introduction
1. SEB processes your Personal Data in accordance with these terms and conditions for Processing Personal Data 

(hereinafter Terms and Conditions). The Terms and Conditions apply to you if you are a Client of or apply for a job at 
SEB.

2. Additional requirements for processing your Personal Data may be agreed upon in an agreement concluded with 
you. In the event of any inconsistency, the additional requirements specified in an agreement shall prevail over the 
Terms and Conditions.

1  For details, see Article 4 (1) of the General Data Protection Regulation: ‘personal data’ means any information relating to an identified or 
identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference 
to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural person
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3. In issues not regulated in the Terms and Conditions, SEB is guided by relevant Estonian and EU legislation, primarily 
by the Personal Data Protection Act, the General Data Protection Regulation of the European Union (GDPR), the 
Credit Institutions Act, the Securities Market Act, the Money Laundering and Terrorist Financing Prevention Act, the 
Insurance Activities Act, and guidelines of supervisory authorities.

4. The processing of Personal Data within the SEB Group is governed by Personal Data processing agreements which 
specify at least the purpose, scope, and means of the processing of Personal Data and define responsibilities of the 
parties. With your consent, SEB may forward your data to other companies of the SEB Group.

5. SEB ensures secure processing of Personal Data by implementing the best practices and international standards 
for providing IT services and information security. SEB also requires the implementation of the necessary 
organisational, physical, and IT security measures of their Partners and other companies in the SEB Group to whom 
Personal Data is forwarded in accordance with these Terms and Conditions.

6. If SEB amends the Terms and Conditions, it publishes the amendments on the website of SEB at www.seb.ee at 
least one month before they enter into force.

7. The contact address of the Data Protection Officer of SEB is andmekaitse@seb.ee. Other contact details are 
available at www.seb.ee.

Legal bases for the processing of Personal Data
8. SEB processes your data on the legal bases listed in this chapter. The legal bases for the transfer of Personal Data 

are set out in the chapter ‘Transmission of data to a third party and its legal bases’.

9. SEB will process your Personal Data if:

• you have voluntarily and knowingly given explicit consent for the processing of your Personal Data; the 
substance, scope, and purposes of the processing are specified in the consent;

• it is necessary for the preparation or performance of the agreement(s) concluded with you (e.g. for storing 
the agreement, executing payments). For details, see the table;

• it is required or necessary for compliance with legal obligations, e.g. in the following cases:

- prevention of money laundering and terrorist financing pursuant to the Money Laundering and 
Terrorist Financing Prevention Act;

- application of the principles of responsible lending pursuant to the Law of Obligations Act and the 
Credit Institutions Act;

- fulfilment of other requirements in the provision of payment and financial services (e.g. fraud 
prevention) pursuant to the Payment Institutions and E-money Institutions Act and the Credit 
Institutions Act;

• it is necessary for the purposes of the legitimate interests pursued by SEB or a third party, provided that 
these interests are not overridden by your fundamental rights and freedoms. For example, SEB may process 
(for details, see the table):

- data related to the use of a payment service to ensure greater security of the payment service and to 
comply with the requirements laid down by the Payment Institutions and E-money Institutions Act;

- financial data to supplement and meet risk management and mitigation requirements;

- service usage history to improve service quality.

Collection and storage of Personal Data
10. SEB obtains your Personal Data from you, through provision of services, or from other sources. The examples and 

lists provided in this chapter are not exhaustive but provide a general overview of where SEB obtains your data.

11. SEB obtains data

• from you when you fill out applications and other documents required by the service agreement. SEB 
will ask you to provide additional information if necessary (e.g. to prevent money laundering or assess 
creditworthiness);

• when providing services if you use SEB’s services (e.g. make payments);

• from other sources, such as

- other financial institutions;

- Creditinfo Eesti AS;

- health care providers;

- databases of the state and the local government (e.g. registers maintained by the Tax and Customs 
Board and the Police and Border Guard Board, the Population Register);

- public sources (Internet search engines).
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12. SEB stores

- your Personal Data for up to ten years after the termination of the client relationship (from the 
moment all agreements concluded with you have ended);

- security records for two months, unless legislation provides a right or an obligation to maintain the 
records for a different term;

- the data that you provide in your applications for services or products (e.g. a loan application) which 
are not followed by the conclusion of a service agreement with SEB for six months;

- the Personal Data transmitted to the virtual assistant for 12 months.

Processing of Personal Data

Table
General cases of the processing of Personal Data
Categories of Personal 
Data

Purpose Legal basis Examples Obtained 
from

Data for identification Identification of persons Legislation and the 
agreement

Name, personal identification code, date of 
birth, citizenship, details of the identity 
document

You

Contact details a) Contractual exchange of informa-
tion 
b) Direct marketing

Agreement (a)

Consent (b)

Telephone number, address, e-mail address You

Tax residency Exchange of tax information Legislation Country of residence, taxpayer identification 
number

You

Education and 
experience 

Assessment of relevance and 
suitability of offered investment, 
credit, or insurance services

Assessment of Client’s expertise 
Prevention of money laundering 

Legislation Educational background, insurance experi-
ence, investment knowledge and experience

You

Financial data a) Assessment of creditworthiness

b) Assessment of relevance and 
suitability of offered investment, 
credit, or insurance services

c) Investigation of consumer habits

Legislation (a and b)

Legitimate interest (c)

Income, assets, liabilities, investment goals, 
risk tolerance, previous payment behaviour, 
debts, transactions on the Client’s account, 
information regarding the performance of 
agreements concluded with the Client 

You

Providing 
services

Failure to fulfil 
obligations

Assessment of creditworthiness Legislation Past and present debts owed to SEB and 
other financial institutions

You

Providing 
services

Other 
sources

Data on your activities 
and the origin of funds

Prevention of money laundering and 
compliance with international 
sanctions

Legislation Data on the employer, transaction parties, 
and business activity

You

Other 
sources

Your affiliation with 
legal persons and other 
associations

a) Prevention of money laundering 
and compliance with international 
sanctions

b) Assessment of creditworthiness 

Legislation Beneficial owner, member of the manage-
ment board or supervisory board, transaction 
party.

Payment practices, establishment and 
termination of business relationships, 
occasional transactions

You

Other 
sources

Securities and pension 
funds

a) Prevention of money laundering 
and compliance with international 
sanctions

b) Contractual exchange of 
information

c) Mediation of pension account 
information 

Legislation and 
agreement

The amount and currency, the volumes and 
values of transactions, other information the 
register of securities or the pension registry 
may request pursuant to legislation

You

Providing 
services

Other 
sources

Family data a) Assessment of creditworthiness

b) Verification of legal and contrac-
tual right of representation

c) Execution of contractual and 
intestate succession events

d) Prevention of money laundering 
and compliance with international 
sanctions

Legislation and 
agreement

Information about the dependants (a)

Information about the legal representative 
(e.g. parent or guardian) and the principal 
(child or ward) (b and d)

Relationship to the successor or bequeather 
(b and d)

You

Other 
sources
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Communication data Direct marketing Consent Records of calls and meetings with SEB 
employees and data collected by SEB through 
specialised communication tools (e.g. social 
media)

You

Providing 
services

Other 
sources

Third parties related to 
you

Pre-contractual operations pursuant 
to your application (e.g. information 
about the guarantor specified in the 
loan application)

Preparations for an agreement

Legislation and 
agreement

Relationship to the guarantor (in the case of a 
credit agreement) or beneficiary (in the case 
of an insurance contract)

You

Other 
sources

Service usage history a) Provision of assistance to the Client 
in using a service

b) Service disruption analysis

c) Improvement of services

d) Prevention of money laundering 

Consent (a)

Agreement (b)

Legitimate interest (c)

Legislation (d)

Activity logs and IP addresses Providing 
services

Security camera 
recordings

Protection of Clients, employees, and 
assets of SEB

Legislation Information from security camera recordings Providing 
services

Processing of Personal Data in connection with offences

Categories of Personal 
Data

Purpose Legal basis Examples Obtained 
from

Health data Assessment of insurance risk, 
conclusion and performance of an 
insurance contract, and loss 
adjustment

Legislation and 
consent

Health files, results of examinations, 
diagnoses, assigned treatment

You

Other 
sources

Offences Prevention of money laundering Legislation Information about economic offences, official 
misconduct, offences against property, and 
other offences that involve or may involve 
financial services (e.g. terrorist financing)

Judgements regarding offence matters with 
reasons

Pending offence proceedings

You

Other 
sources

Other cases where Personal Data is processed
13. SEB will process your Personal Data even if you have submitted it to SEB

• in the form of an application;

• in the course of the provision of a service (e.g. information submitted in the payment description);

• when dealing with a client service employee or virtual assistant;

• via e-mail or other means of communication.

 In such a case, SEB will process your Personal Data only to the extent and for the purposes necessary to process 
your application or perform the agreement concluded with you.

Transmission of data to a third party and its legal bases
14. SEB may forward your Personal Data to a third party in the cases described in the section ‘Legal bases for the 

processing of Personal Data’ pursuant to the data transmission requirements laid down herein.

15. SEB forwards your Personal Data

• to a third party if you have voluntarily and knowingly given explicit consent to this. The consent shall specify 
the substance, scope, and purposes of the processing, and the person to whom the data are transmitted;

• for the purposes of performing an agreement, to Partners of SEB or SEB Group companies which provide 
SEB with the services necessary to fulfil the obligations arising from or related to the agreement concluded 
with you (e.g. data archiving, transmission of payment transaction data). SEB has concluded an agreement 
with its Partners for the processing of Personal Data and, as the controller, verifies that its Partners operate 
in compliance with Personal Data protection requirements. The Partners may process data only to the extent 
necessary to provide a service;

• to a court, investigation authority, the Tax and Customs Board, and other state authorities, as well as to 
companies of SEB Group if SEB has a legal obligation to forward such data and the authorities are entitled to 
make such inquiries;

• to Partners of SEB and SEB Group companies if SEB has a legitimate interest in processing the data but the 
data is processed by a service provider on behalf of SEB. For example, SEB may forward your contact details 
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to a market research service provider for the purpose of conducting consumer satisfaction surveys. 
In such cases, SEB enters into an agreement with the service provider for the processing of Personal 
Data and, as the controller, verifies that the service provider operates in compliance with Personal Data 
protection requirements. The service provider may process the data in accordance with these Terms and 
Conditions and only to the extent necessary for the provision of the service.

Client’s rights and duties with respect to data processing
16. You have the duty to inform SEB of any changes to your personal information as soon as possible.

17. You have all the rights arising from the General Data Protection Regulation, including the right

• to withdraw consent to the processing of Personal Data and sending offers;

• to receive your Personal Data processed by SEB in electronic format;

• to request SEB for information concerning your Personal Data;

• to request the rectification of your Personal Data if these have changed or are otherwise inaccurate for 
any other reason.

18. To exercise your rights, which includes withdrawing your consent, you may

• contact a branch office of SEB;

• submit a digitally signed application to info@seb.ee;

• perform the respective action (e.g. withdraw consent in electronic format or send a message to the bank) 
in the Internet Bank.

19. SEB will respond to your request or application as soon as possible, but no later than within one month after 
receipt of the claim or application. If circumstances need to be clarified and checked for replying, SEB may 
extend the deadline of replying.

20. SEB prefers to resolve any disputes related to the processing of Personal Data through negotiations. You have 
the right to file a complaint to the Data Protection Inspectorate and appeal to the courts.

Data processing if you have applied to a job at SEB
21. If you have applied for a job at SEB, SEB processes your data to assess your suitability for the job.

22. You will have all the rights and duties with respect to the processing of Personal Data, taking into account the 
exceptions set forth in this chapter.

23. SEB obtains your Personal Data

• from you, e.g. when you submit to SEB your CV, certificates related to your application, references, etc.;

• from a third party whom you have requested to transmit your data to SEB, e.g. when you submit your data 
through a job portal or recruitment (head hunting) service provider;

• public sources;

• from the referrers listed in your application if you have authorised SEB to contact them to obtain 
additional information regarding the application.

24. SEB processes Personal Data only to the extent and for the purposes necessary to assess the suitability for the 
job. Your data is classified information which can only be accessed by

• the recruiting staff of SEB;

• third parties that are legally authorised to access the data.

25. Your Personal Data is stored for a maximum of one year to protect the rights of SEB in the event of any dispute 
or complaint.


